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Agenda

- History of Connected Vehicle Backend

« Cloud Governance Tool

« In-Console Cloud Assistant
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BMW offers premium digital customer experiences
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BMW ConnectedDrive in numbers

22M- 7M- "12B+ » 1300+ 145TB 99.95*

CONNECTED FULLY REQUESTS MICROSERVICES DATA TRAFFIC RELIABILITY
VEHICLES UPGRADEABLE PER DAY PER DAY
VEHICLES
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Expected to triple over the next two years

22M- 7TM- 12

CONNECTED FULLY REQUESTS
VEHICLES UPGRADEABLE PER DAY
VEHICLES
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Our measures to start automating the flywheel

/
-

Optimize accounts

Adding Prioritize rules
documentation
and remedies to rules

Gain insights  Identify actionable
items

Visualize prioritized findings

())(j_f: /Measure> -

Identify additional rules  Aws Trusted Advisor AWS Config
aws BMw
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Extend ruleset
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Step 1: Enrich rule evaluation data

) 4 4 .......................}

Adding documentation rule account Store enriched rules in knowledge base
and remedies to rules prioritization metadata
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Step 2: Visualize discovered risks/opportunities

s Trusted Advisor Data Updated
Jan 20,2024

AWS Config Data Updated on
Jan 25,2024

R T YIS TTLRSTTLRRY

Prioritized rules including
documentation and remedies N

Visualize results including prioritization in
dashboard
(exemplary screenshot of test account)
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Step 3: Identify new checks/rules and extend ruleset

) = & 0 bmw-trusted-advisor-checs

o eeom “* ® nib-udp-configuration-checkpy X

stc > nib-udp-

+

Identify additional rules from best
practices, post mortems, ....

Extend ruleset

https://aws.amazon.com/blogs/mt/aws-config-rule-development-kit-library-build-and-operate-rules-at-scale/
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Our measures to start automating the flywheel

& [ e = 6

Gain insights  Identify actionable Optimize accounts

= . .

Adding Prioritize rules
documentation
and remedies to rules

Visualize prioritized findings

())(j_f: /Measure> -

Identify additional rules  Aws Trusted Advisor AWS Config
aws BMw
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Extend ruleset
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Accelerating the Flywheel even more

=

Learn

—

Measure
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please explain remedies for Low Utilization Amazon EC2 Instances

Here are the recommendations:

e Stop or terminate underutilized EC2 instances to optimize costs.
e Use Auto Scaling to scale EC2 fleet based on demand.
e Change the instance size to optimize performance and costs.

Explain findings and remedies

boto3

client = boto3.client('ec2")
my_instance = instance_id

response = client.describe_instance_status(Instancelds=[my_instance])
len(response[ "InstanceStatuses’']) == 0:

response|[ ' Ir
print(‘The inst

waiter=client.get_waiter(instar
waiter.wait(Instancelds=[my_instance])

client.modify_instance_attribute(InstanceId=my_instance, Attribute='instanceType®, Value=instance_type)

client.start_instances(InstanceIlds=[my_instance])

Generate code

J
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Overview of the bot

Use-Cases Data Sources

= Well-Architected Framework

= Lg” Q and Service Documentation
Generic Question Account Health

Answering Reporting

Report from Trusted Advisor

0}
o}

| S 0
Issue Deploying 7=—| AWS Config Checks
Resolution Changes v —_

aws BMw
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e === -y

BMW
Network

KAl BMW AWS Account

UX / Ul / Orchestration

=] {0}

Amazon Route 53 AWS Certificate Manager AWS WAF

WebEAM/RightNow
Authentication/Authorization

Domain Name System SSL/TLS certificates Firewall

(&

Amazon CloudFront A API ) A S3
REST/WebSocket APls Object storage

Content delivery

&

Amazon DynamoDB
NoSQL database

N\
o\)z,(/o

AWS Lambda
Functions

Amazon SQS
Message queues

Users

aws

N
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Amazon SNS
Notifications

AWS Systems Manager AWS IAM
Parameter store Roles

Amazon CloudWatch
Apps/resources monitoring

General Chat

Amazon Bedrock

: Health Check

m

| AWS Trusted Advisor AWS Config

Amazon Bedrock

1
1
1 Amazon Bedrock
1

Amazon Bedrock

@ as

AWS X-Ray
App debugging

AWS CloudTrail
Account activity monitoring

&

——E—

1
s Terraform >

AWS Security Hub
Security posture management

Amazon S3
Object storage

Amazon Kendra
Intelligent search

[ =<
1
1

GitHub Actions
E AWS Cloud

1
: G?' Python
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General Chat

Amazon Bedrock

Health Check

SR}

1
[R— % — | AWS Trusted Advisor AWS Config
_______________ 1

Amazon Bedrock

Multi-agent system: _._,. % :
best-suited models for different tasks !

Code and Pull Request Generator

Amazon Bedrock
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Health Check: get findings via API call

Health Status
Query

Intent:
Health Check

Amazon Bedrock

Health Report
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Amazon DynamoDB
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def get list of aws config checks():
""" Queries the AWS Config service to get the list of checks where at least
one resource has been flagged as non-complaint """
paginator = config client.get paginator('describe compliance by config rule")

compliance rules = set(compliance rules)
return compliance rules

config client = boto3.client("config")

def get_number_of resource_flagged per_checks():
""" Get the count of the flagged resources flagged for each check type"
rule_type = []
resource_type = []
resource = []
compliance_rules = get_list of_aws_config_checks()
paginator = config_client.get paginator('get _compliance details by config rule')

response = """\n\n
AWS Config checks :

for item in dict_.items():
response += f"{str(index)}.{item[0]}" + "
index += 1
return response

Resources flagged :" + str(item[1]) + "\n"

TITTTTTTTTTITEY 2

Get all AWS Config findings via API call (shortened)

BMW
aws kil
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AWS Config checks :
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.pcr-lambda-concurrency-check-prod-us-east-1-config-rule Resources flagged :4
.securityhub-sagemaker-notebook-instance-inside-vpc-adefd8ef Resources flagged :2
.securityhub-subnet-auto-assign-public-ip-disabled-97cfdc6e Resources flagged :6
.securityhub-s3-bucket-logging-enabled-903e9827 Resources flagged :12
.securityhub-s3-account-level-public-access-blocks-periodic-379e7735 Resources flagged :1
.securityhub-opensearch-data-node-fault-tolerance-4f307957 Resources flagged :1
.securityhub-dynamodb-pitr-enabled-cbf1e710 Resources flagged :2
.pcr-ec2-instance-profile-attached-prod-us-east-1-config-rule Resources flagged :2
.securityhub-s3-event-notifications-enabled-0d95ebe4 Resources flagged :12

.securityhub-opensearch-logs-to-cloudwatch-5fae7804 Resources flagged :1
.securityhub-dynamodb-autoscaling-enabled-efabed3e Resources flagged :2
.securityhub-acm-certificate-expiration-check-b963b5e1 Resources flagged :3
.securityhub-ec2-instance-no-public-ip-79ca@leb Resources flagged :1
.securityhub-ec2-instance-managed-by-ssm-6032d57b Resources flagged :2
.securityhub-ec2-security-group-attached-to-eni-periodic-2f6d8ffd Resources flagged :1
.securityhub-ecr-private-image-scanning-enabled-aec982fc Resources flagged :1
.securityhub-opensearch-audit-logging-enabled-bb6bebab Resources flagged :1

List of findings including counter
(for a test account)
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Issue Fixer: suggest remedies with RAG support

BMW
aws kil

Issue Resolution
Query

Intent:
Issue Resolution

Amazon Bedrock

Recommendation

Recommended Issue Resolver

Amazon Bedrock

Terraform code

Python boto3 code

N\
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Amazon DynamoDB

Amazon Kendra
Intelligent search

Amazon S3
Object storage
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query_issue resolution prompt(query):

= Kendra().query aws_docs(query)
template = """ please fix Low Utilization Amazon EC2 Instances
Human:
You are an AWS Solutions Architect and expert in resolving
issues with AWS account and its services. You are asked to
respond to user queries with step by step recommendations

Here are the recommendations, Terraform code, and Python boto3 code to resolve the issue

of low utilization of EC2 instances:

al(_mg with the terraform code which can be d@pl(ﬁ)\,’@d in the oooooooooooooooooooooo’ .
- ’ Recommendations:
account.
e Use Auto Scaling groups to automatically scale in/out EC2 instances based on utilization
----- metrics like CPU usage
e Resize underutilized instances to smaller instance types to optimize costs
e Schedule start/stop of dev/test instances to run only when needed

response = Bedrock.invoke(template)
return response

Query knowledge base for issue and create prompt
for Bedrock model
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Code and pull request generator

Code/ Pull
Request Query

Code and Pull Request Generator

|
, @GitHub Actions

1
1
' 1
n I Eg‘% : '.H’ Terraform
—P ' —
1
1

Intent:
Code/ Pull Request ! Amazon Bedrock

1
Amazon Bedrock - A S —

Code executed/ n é g’

Pull-request
created

Amazon DynamoDB
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def template_for_deployment_queries():
response = """
Human :
You are an AWS Solution architect, you are asked to fix Trusted Advisor warnings,
for which you receive recommendations in the chat history that contains terraform
and python code using boto3 package, generated previously.

Previous conversation history:

{chat_history}
Instruction: {input}
Assistant:
{agent_scratchpad}

return r‘esponse|

Build prompt (shortened)

def deployment_query agent(query, sessionId):
message_history = SessionsTable.load_chat_message history(sessionId)
memory = ConversationBufferWindowMemory (

)

agent_executor_conv = initialize agent(

prompt_template = template_for_deployment_queries()
agent_executor_conv.agent.1llm chain.prompt.template = prompt_template

return get_llm_responseKagent_executor_conv, querym

Query model with prompt (shortened)

R TR YRS RYYTRRTTLRY
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resource “aws_launch_configuration” "web" {
image id = data.aws_ami.ubuntu.id
instance_type = "t2.micro”

lifecycle {
create_before_destroy = true

1
J

b

resource "aws_autoscaling_group” “"web" |{
launch_configuration = aws_launch_configuration.web.name
min_size =1

max_size =2
target_group_arns = [aws_lb_target_group.asg.arn]
tag {

key = "Name"

value = "web”

propagate_at_launch = true

1
J

i

import boto3

asg_client = boto3.client('autoscaling"’)
ec2 client = boto3.client('ec2")

def scale_asg(asg_name, new_size):
asg_client.update_auto_scaling_group(
AutoScalingGroupName=asg_name,
DesiredCapacity=new_size

)

def get_asg instances(asg_name):

asg = asg_client.describe_auto_scaling_groups(AutoScalingGroupNames=[asg_name])
instance_ids = [i[ "InstanceId’] for i in asg[‘AutoScalingGroups'][@][ 'Instances']]

instances = ec2_client.describe_instances(InstanceIds=instance_ids)
return instances

asg_name = ‘my-asg’
scale_asg(asg_name, 3)
instances = getiasgiinstancesﬂasgﬁnameﬂ

Terraform code

Python code
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Retrieval augmented generation: —5a -
always up-to-date docs for LLM

Amazon Kendra
Intelligent search
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Using Kendra on S3 as RAG - deep dive.

AWS_Whitepapers/

Objects Properties

Objects (6)
Objects are the fundamental entities stored in Amazon S3. You can use Amazon $3 inventory [} to get a list of all objects in y
Learn more [4

| c
‘ Q. Find objects by prefix
L]
L]
o (] * Name Type v Last modified
.O. [ Best_Practices/ Folder
.. [ Databases/ Folder
()
.’ 3 General/ Folder
L]
.. 3 Machine_Learning/ Folder
.. D Security/ Folder
... O Well_Architected/ Folder
..
L[]
° . . °
o Source: AWS documentation .,
L]
° . °
. (downloaded automatically) .,
© .
«
import boto3 0
client = boto3.client("kendra™) "Query”:"what is machine learning?”,
exemplary_query = HhaF is machine learm1ng? "DocumentTitle": "machine-learning-foundations.pdf"”,
response = client.retrieve(IndexId=<Index_id>, QueryText=exemplary_query) "Content"”:"Amazon Web Services Machine Learning Foundations ....",
"DocumentURI": "https://kendra-awsdocs..... s3.amazonaws .com/AWS Whitepapers/ML/ML-foundations.pdf"
b
Build query to search RAG Return response (shortened)
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Dark Mode

BMW In-Console Cloud Assistant

How may | help you?

What is the health status of my AWS Account 94 944?
( BMW In-Console Cloud Assistant v ] & © Connected
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Scalable solution

« Supports our DevOps teams
- Facilitates continuous learning

Easy maintenance and extendibility

aws
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What's coming next?

« Link bot with FinOps-toolchain
« Accelerate development

« Analyze AWS services directly

aws
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[wrreres)] Please complete the
i}@ session survey.

Thank you!

.r*f

Dr. Jens Kohl Christian Miiller

Jens.Kohl@bmw.de cmr@amazon.de
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